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Course: 

ISO/IEC 27002 (ISFS.EN) - Information Security Foundation  
 

Duration: 2 Days 

 

Course Description 

Information security is becoming increasingly important. Globalization of the 

economy leads to a growing exchange of information between organizations (their 

employees, customers and suppliers) and a growing use of networks, such as the internal 

company network, connection with the networks of other companies and the Internet. 

Furthermore, activities of many companies now rely on ICT, and information has become 

a valuable asset. Protection of information is crucial for the continuity and proper 

functioning of the organization: information must be reliable. In the Information Security 

Foundation module, based on ISO/IEC 27002 (ISFS), the basic concepts of information 

security. 

 

 

Target Student:  
The target group of ISFS is everyone in the organization. The basic knowledge that is 

tested in this module contributes to the understanding that information is vulnerable and 

that measures are necessary to protect this information. The module is also suitable for 

small independent businesses for whom some basic knowledge of information security is 

necessary. This module can be a good start for new information security professionals. 

 

Prerequisites:  

None 

 

Course Content 
 

Day1 

1. Information and security  

 1.1 The concept of information  

 1.2 Value of information  

 1.3 Reliability aspects  

 

2. Threats and risks  

 2.1 Threat and risk  

 2.2 Relationships between threats, risks and the reliability of information.  

 

3. Approach and Organization  

 3.1 Security policy and security organization  

 3.2 Components  
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Day2 

3. Approach and Organization (Continue) 

 3.3 Incident Management  

 

4. Measures  

4.1 Importance of measures  

 4.2 Physical security measures  

 4.3 Technical measures  

 4.4 Organizational measures  

 

5. Legislation and regulations  

 Legislation and regulations  

 


